








STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS
99-1 Endowment Investment Policy

Condition

The University has a corporate bond that exceeds the University’s fixed income value
requirement. The investment in Donaldson, Lutkin & Jenrette, Inc. corporate bond
comprises 12.5% of the fixed-income portfolio. The asset allocation for the endowment
fund does not comply with the guidelines established by the University.

Criteria

The University’s endowment investment policy states, “Individual issues of non-
government debt are limited to a maximum of 10% of the total fixed-income value
without written approval of the University”.

Cause

University personnel and/or consultants are not complying with the investment policies of
the University.

Effect

Board of Regents approved investment policies are not being complied with.

Recommendation

The University should inform persormel and/or consultants in charge of investments of
the University’s approved investment policies to insure that portfolio structure and asset
allocation is in compliance.

Response

L/ The University concurs with and will implement this recommendation.
01-21 Accrued Annual Leave

Condition

During our testwork of compensated absences, we noted that one out of seventeen
employee pay rates tested on the accrued compensated absences listing did not agree to
the employee’s personnel file.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)
01-21 Accrued Annual Leave (Continued)

Criteria

The amount of accrued leave reported for an employee should equal the employee’s pay

rate at fiscal year-end multiplied by the amount of leave-hours accrued in their leave
bank.

Cause

The total recorded as accrued leave for this employee was not equal to the product of the
employee pay rate and the accumulated leave hours. The accrued compensated absences
listing was not reviewed for accuracy with respect to employee pay rates.

Effect
The accrued leave at June 30, 2001 was understated, resulting in an understatement of
both expenses and liabilities.

Recommendation

All employee pay rates used in the calculation of the compensated absence liability
should be reviewed to ensure that the proper rates are being applied, and all employee
accrued leave balances should be reviewed on a regular basis to ensure accurate figures
are recorded in the accrued leave accounts.

esponse
/; he accrued leave report on June 30, 2001 was produced manually from PA-1 pay rates

and office calculations of employees annual leave records and no information from
Banner was used. To correct this, Banner pay rate records and annual leave accruals will
be used to accurately report the accrued leave liability for FY02.

01-22 Computer Security

Condition

Problems with the cooling system do not allow for an optimal secure environment.
During our visit to the area, we found both the server cabinet door and server room door
open and unlocked, a ceiling tile removed and a rusted out wastepaper can used to catch
leaking air conditioner condensation. Rather than run the air conditioner, a fan is used
and the server room and server cabinet doors are unlocked and open.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)
01-22 Computer Security (Continued)

Criteria

Servers must be physically secure to protect equipment and data from unauthorized
access. Although the main CNS group office door is locked at lunch time and whenever
someone is not at the front desk, such compensating controls do not allow for optimal
physical security provided by locked doors and cabinets.

Cause

The server area has an inadequate cooling system.

Effect

Unauthorized access to production data and the servers themselves is easier with
unlocked rooms and cabinets. Access to private information is possible and the servers
themselves could be sabotaged by vandalism or unauthorized access.

/Recommendation
Ensure the server room has adequate cooling equipment and that it is working properly so

that the server room door and server cabinet can be locked. Then, establish and enforce a
more stringent physical security policy and procedures to ensure this occurs.

Response

The cooling system has been recalibrated and tested and is operational. CNS has posted
signs and has restricted access to authorized personnel only.

01-23 Information Technology Plan

Condition

There is no steering committee. Originally, the steering committee was supposed to drive
information technology (IT) changes, but no one at the cormrect level was attending.
Therefore, the meeting was replaced by a weekly meeting with team leaders and IT staff.
However, these meetings became complaint sessions and were stopped. Now there are
only weekly staff meetings.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)

01-23 Information Technology Plan (Continued)

Criteria

A steering committee should be established to drive the University’s IT strategic direction.

Cause

University administration has not mandated the need for an IT steering committee.

Effect

Without a steering committee, the future direction of IT is unclear. The weekly meetings
tend to become reactionary rather than visionary. IT policies also tend to be reaction-
driven rather than management directed.

Recommendation

/Establish an IT steering committee made up of University administration, team leaders

and IT management personnel. The committee should consistently oversee IT policies
and future direction

Response

-,

/l‘ he President will establish an information technology steering committee charged with

meeting at least monthly and responsibility for reviewing and/or developing short and
long-range plans for information technology as well as appropriate policies and
procedures.

01-24 Audit Due Date

Condition

The University entered into a contract with an independent public accounting firm and
the New Mexico State Auditor’s Office to perform an audit in accordance with New
Mexico Administrative Code Title 2, Chapter 2, Part 2 (2 NMAC 2.2). The audit,
according to paragraph 9.1.c. in 2 NMAC 2.2 was due November 15, 2001 and the audit
contract required the audit to be submitted to the State Auditor no later that December 3 1,
2001. The audit was submitted to the State Auditor’s office on December 3 1, 2001.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)
01-24 Audit Due Date (Continued)

Criteria

Per 2 NMAC 2.2, state of New Mexico institutions of higher education are required to
complete their audit by November 15. This would require the institution of higher
education to have prepared all required information to complete the audit before that date.

Cause
The University was unable to investigate and make corrections to the general ledger in a
timely manner necessary to complete the audit work by the required due dates.

Effect

The general ledger could not be relied upon to present accurate information in a timely
manner to perform the audit in accordance with contract terms and State Auditor rule 2
NMAC 2.2.

- /Recommendation
) All efforts should be focused on ensuring that the general ledger is always correct. This

L’\;«..J
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includes having adequate and knowledgeable staff in the business office, sufficient
training in the use of the new software with proper accounting controls and reconcilement
processes.

/' Response

The University will add staff and provide further staff training to assure that the general
ledger 1s correct and the FY02 audit can be completed in compliance with State Auditor
Rule 2NMAC2.2.

01-25 Electronic Security Access

Condition

Some available logical (electronic) password security features have not been
implemented. For example, a password is needed for operating system access and a
password 1s needed for Oracle (Banner) system access; however, there is no requirement
that the two passwords be different. A password change history is not kept to prevent

password reuse. Finally, a combination of alpha, numeric and other characters for
passwords is not mandated.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)
01-25 Electronic Security Access (Continued)

Criteria

The electronic security features listed in the condition, above, would help reduce the risk
of unauthorized access to operating system and Banner financial system information.

Cause

All available security features have not been implemented.

Effect
Unauthorized access to sensitive data is more likely to occur,

i/

ecommendation

stablish and enforce a strict access control policy including more stringent password
quirements.

esponse

The information technology steering committee will produce a revised password policy
for accessing Banner and other critical services. The revised policy will be developed
and implemented by June 30, 2002.

01-26 Employee Access Rights

Condition

There are weaknesses concerning access rights of transferred and terminated employees.
The CNS group 1s not always getting prompt notification of:

Terminated employees (sometimes the CNS group is notified six to eight months after an
employee is terminated), Inter-departmental transferred employees (the CNS group is
notified only approximately only 75 percent of the time), and Intra-departmental changes
in duties (the CNS group is notified when employees need greater accessibility but
seldom when employees need lesser accessibility). Also, according to University
personnel, many employees are given more access rights than necessary to carry out their
jobs (e.g., given blanket rather than specific Banner access rights). There are also users
that share UserIDs and passwords.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)
01-26 Employee Access Rights (Continued)

Criteria

Access control is imperative to the protection of data from unauthorized access and use.

Cause

Controls over employee access to information are weak,

Effect

Unauthorized access to operating system and production data could occur. Access to
private information could occur and data could be unintentionally corrupted or
intentionally sabotaged by disgruntled employees.

Recommendation

Invoke more stringent enforcement actions to improve access procedural compliance by
ensuring that the CNS group 1s notified immediately of all employee transfers and
terminations.

Response

The University concurs with and will implement this recommendation during the spring.
01-27 Independent Public Accountant Contracting

Condition

The University contracted with an Independent Public Accountant without first notifying
the New Mexico State Auditor.

Criteria

NMSA 2.2.2. requires that all state agencies notify the State Auditor before engaging an
Independent Public Accountant to perform any services.

Cause

Management of the University was unaware of this requirement.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)

01-27 Independent Public Accountant Contracting (Continued)

Effect

By not notifying the State Auditor of the work that the Independent Public Accountant is
performing, the University could jeopardize that Independent Public Accountant’s ability
to do future attestation work by impairing the accountants independence.

Recommendation

/\/(anagement should become fully aware of all of the requirements in NMSA 2.2.2.
b

efore contracting with an Independent Public Accountant to perform any services.

Response

' /\/ Verbal approval was received from the State Auditor’s Office for a contract with Kardas,

Abeyta, & Weiner, P.C. The University will not rely on verbal clearance in the future.
01-28 Cell Phone Calls

CFDA Number(s) — 17.253
Program Name(s) — Goal
Compliance Requirement - B. Allowable Costs/Cost Principles

Condition

During our testwork on the Goal program, we noted one instance out of 40 in which an
expenditure charged to the program was not necessary or reasonable to carry out the
purpose of the grant. Certain charges on a cell phone bill totaling $6 could not be
supported as being necessary and reasonable to carry out the purposes of the grant, but
appear to be personal in nature.

Criteria

OMB Circular A-110 requires that expenditures charged to a federally funded program be
both necessary and reasonable to carry out the purpose of the program.

86
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

p. OTHER FINDINGS (CONTINUED)

01-28 Cell Phone Calls (Continued)
Cause

The University allows personal calls on University cell phones but must be reimbursed by
the employee and no reimbursement could be located for the calls in question.

Effect

Unallowable costs were charged to the federal program.

Recommendation

The University needs to reimburse the federal program for the amount in question and set

L'/ﬁp policies and procedures where an employee independent of the federal programs
checks the cell phone bills for personnel usage and insures that reimbursement is made.

Response

\?18 University will reimburse the amount in question and establish policies and
p

rocedures by February 15, 2002 to collect for any personal cell phone calls.

01-29 Trial Balances

Condition

During our review of the information used to prepare the University’s financial
statements we noted that there were incorrect footings and unbalanced funds in a report
from the Banner software. These appear to be only report probiems and are not reflected
in the general ledger trial balances.

Criteria
All reports coming out of the Banner general ledger software should reflect accurate

information out of the general ledger.

Cause

The University has not checked the accuracy of all reports out of the Banner software.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

D. OTHER FINDINGS (CONTINUED)

01-29 Trial Balances

Effect

Reports out of the Banner software system given to the auditors to trace agree to the
financial statements had to be manual modified so to accurately reflect the University’s
general ledger balances.

/Recommendation
I The accuracy of all Banner reports should be checked and any discrepancies corrected as

._.J-ml

soon as possible.

Response
All Banner control reports will be reviewed on a timely basis and explanations and/or
corrective action will be documented.

01-30 Debt Payments

Condition

The University did not record the principal payments on notes payable, capital lease
payable, and bonds payable in the appropriate funds, before closing out the fiscal year.
These payments were expensed instead of being posted against the outstanding liability.

Criteria

Generally accepted accounting principles for the accounting of debt payments require that
payments on principle be recorded against the outstanding debt liability in a timely
manner.

Cause

The University did not make the appropriate adjustment to the related liability accounts.

Effect

The outstanding debt balances recorded in the financial statements do not accurately
reflect the true liability due to the fact that the current year principle payments were not
posted against the appropriate liability account.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS (CONTINUED)
For the Year Ended June 30, 2001

—

D. OTHER FINDINGS (CONTINUED)

01-30 Debt Payments (Continued)
! Recommendation

The University should establish policies and procedures for business office personnel to
i \/follow when cutting checks to make debt payments. These policies and procedures should

insure that the correct accounts and funds are charged so that after the payment is made
i the outstanding debt balance recorded on the general ledger is correct.

Response

’ fhe journal entries to adjust the principal payments on notes payable, capital lease
payables and bonds payable have been made. The University will establish a procedure
outlining the steps to adjust liability accounts at year-end.
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STATE OF NEW MEXICO

NEW MEXICO HIGHLANDS UNIVERSITY
EXIT CONFERENCE

June 30, 2001

Exit conferences were held on December 31, 2001 and January

December 31, 2001

University

Peter Bickely, Chairman, Budget and Finance Committee
John Loehr, Regent

Dr. James Fries, Interim President

David Pacheco, VP of Finance/Comptroller

Auditors

Scott Peck, CPA Neff + Riccl, LLP

Aaron Harris, CPA NM State Auditors Office
Domingo Martinez, CGFM NM State Auditors Office
Car] Baldwin, CPA NM State Auditors Office

January 3, 2002

University

Elmer Salazar, Chairman, Board of Regents

Peter Bickely, Chairman, Budget and Finance Committee
John Lochr, Regent

Dr. James Fries, Interim President

Roger Gonzales, Regent

Vivian Santisevan, Regent

Grace Montoya, Business Office Manager

David Jenson, Business Office Contractor

Auditors

Scott Peck, CPA Neff + Ricci, LLP
Aaron Harris, CPA NM State Auditors Office
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